
Privacy and Security in 
Distributed Data Markets

Daniel Alabi, Sainyam Galhotra, Shagufta Mehnaz, Zeyu Song, Eugene Wu 

SIGMOD 2025 Tutorial



Part 4: Regulatory 
Considerations



Agenda
• Background and Motivation

• Legal Landscape: Key Frameworks

• Data Ownership and Control

• Consent, Purpose Limitation, and Transparency

• Security and Breach Notification Requirements

• Cross-border Data Flows

• Technical-Legal Interplay



Why Legal Considerations Matter
• Legal frameworks define data rights and duties

• Distributed data markets complicate governance

• Legal compliance is essential for trust and adoption

• Liability concerns for 
data market platforms



Compliance in Distributed Data Markets

• Federated learning in healthcare

• Blockchain-based data exchanges

• Key challenge: Trust among parties with differing 

incentives



Legal Foundations (Global Overview)

• GDPR (EU)

• CCPA/CPRA (California), HIPAA (US), Title 13 (US)

• APPI (Japan), LGPD (Brazil), others

• Varying consent, data definitions, cross-border 
rules



Title 13 and U.S. Census Bureau

Source: https://www.census.gov/history/www/reference/privacy_confidentiality/title_13_us_code.html 

https://www.census.gov/history/www/reference/privacy_confidentiality/title_13_us_code.html


Data Ownership and Stewardship

• Ambiguity in data and model ownership

• Data Controller vs. Data Processor roles

• Tension between legal rights and cryptographic 

control



Informed Consent and Purpose Limitation

• Legal: Data minimization and purpose restriction

• Technical: Enforcing purpose in distributed 

systems

• Example: Purpose-bound smart contracts



Transparency and Auditability

• Legal: User access and audit rights

• Technical: 

1. Differential privacy audits
2. Audits of Zero-Knowledge proofs
3. Blockchain log audits



Security Obligations

• Requirements for ‘appropriate’ security

• Breach notification mandates (e.g., GDPR Art. 

33)

• Techniques: Secure computation, encryption



Cross-Border Data Transfer Challenges

• Data localization laws

• GDPR adequacy and conflict-of-law

• Federated approaches to mitigate legal friction



Legal-Technical Interplay

• Differential Privacy ≠ Legal Anonymization

• Encryption: Legal access vs. secure storage

• ZKPs for provable compliance





Research Questions

• Can we cryptographically enforce legal policies?

• What counts as legally sufficient anonymization?

• Consent revocation

 in distributed systems?



Case Study in Health Analytics

• Health data federation across countries

• Legal constraints: HIPAA + GDPR

• Risks: Breach, cross-jurisdiction enforcement



Takeaways

• Legal frameworks shape privacy/security 
protocols

• Legal compliance ≠ technical privacy

• Must align PETs with regulatory requirements

• Learn about compliance from lawyers!!!


